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Abstract

Scalable multi-service oriented group key management
addresses issues relating to situations where dynamic group
users have different privileges for accessing different sets of
services. In this paper, we propose a new flexible group
key management scheme based on an ID-based distribution
encryption algorithm. This scheme has several advantages
over existing multi-service oriented schemes. We show that
the proposed scheme has some unique scalability proper-
ties, less storage, less communication overhead and inher-
ent traitor tracing and stateless properties than previously
known schemes. We believe the proposed scheme can be
used to provide a secure information distribution method
for many multi-service group-oriented applications.

1 Introduction

There are many group key management schemes such
as centralized [1, 2, 3], subgroup [4, 5], distributed [6, 7]
and broadcast [8] schemes. These schemes address the ac-
cess control issue in a single session. They focus on gen-
erating keys and rekeying with dynamic group members.
In these schemes, all the members have the same level of
privilege,and they can have full access to the secret infor-
mation if they have the decryption keys, or no access and
cannot read anything if they do not have any decryption
keys. On the other hand, multi-service oriented group key
management schemes focus on multilevel access privileges.
In other words, the group members can subscribe to sev-
eral different data streams and decrypt them with their keys.
Many group oriented applications such as multi-stream pay
TV, video conferencing, and pay-per-view broadcast sports
events need such schemes to secure their data streams.

In this paper, we will present a new scalable multi-
service group key management scheme based on our earlier

work [9]. This new scheme has several advantages over the
previously proposed schemes. It is an ID-based scheme and
hence is inherently a traitor tracing scheme. Each mem-
ber only has one private key that does not need to change
throughout its lifetime; it is stateless and has minimum stor-
age on the user side. It is scalable and enables users to join
and leave easily, and in addition, changes from one subset
to another subset can be made in an easy manner. It also
guarantees forward and backward secrecy. In addition, a
new data stream service channel can be added or an exist-
ing data stream service channel can be removed without any
rekeying process.

The rest of this paper is organized as follows. The next
section introduces the multi-service system and presents the
new scalable multi-service group key management scheme.
Then we briefly review the related schemes in Section 3. A
comparison of some of the existing schemes compare with
our newly proposed scalable Multi-service Group Key Man-
agement Scheme is then presented in Section 4, with some
concluding remarks provided in Section 5.

2 New Scalable Multi-service Group Key
Management Scheme

In this section, we first briefly introduce the multi-service
system. Then we present the system setup, key genera-
tion, and our new scheme. Then we discuss the scenarios
in which the members change and in which the data stream
service changes.

2.1 System Description

Suppose that there is a sender who provides a set of
services and a number of users. Users can subscribe to
any of the services and form several groups. Assume the
sender may act as a Key Distribution Centre (KDC) and
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have the secure channels to distribute keys to the mem-
bers. Let l denote the cardinality of the data stream re-
sources denoted as r1, r2, · · ·, rl. All the users who sub-
scribe to the same resource form a data group (DG) denoted
as DG[1], DG[2], · · ·, DG[l]. For example, suppose that
multicast programs contains several related services such
as News (r1), Stock quotes (r2) and Traffic/Weather (r3).
The corresponding Data Groups are DG[1] access for r1;
DG[2] access for r2; DG[3] access for r3. Users can sub-
scribe to one to all of the data streams. They may join, leave
and switch from one data group to another dynamically.

2.2 System Setup

The key distribution center (KDC) needs to set up the
system such that all the necessary parameters can be used
during the multi-group services oriented application life-
time. KDC selects the following parameters:

• a large prime p = 2q + 1 where q is also prime,

• an additive group G1 and a multiplicative group G2

(both have order p),

• a master secret key s ∈ Z, and

• a number P ∈ G1.

Based on the ID-based encryption algorithm [10], the
KDC computes the system public key Ppub = sP which
is then sent to all members who have registered with KDC.
KDC also selects two strong public one-way functions H1 :
{0, 1}∗ → G1 and H2 : G1 → {0, 1}∗.

2.3 Membership Registration

Any user who wants to subscribe to any data stream ser-
vice has to register with the KDC and become a member.
We suppose that there is a secure channel between each
user and the KDC. The user applies to join the group in-
cluding his/her ID . The KDC authorizes a privileged user
by sending him/her a private key SID = sQID, where
QID = H1(ID). After registration, users become mem-
bers and they can subscribe to any data group they wish.

2.4 Subscription

The members can now subscribe to any of the data
stream resources r1, r2, · · ·, rl and then become a member
of the data group. Consequently, the KDC or the sender can
manage a n ∗ l matrix S as follows.

S =

⎛
⎜⎜⎜⎜⎜⎜⎝

S11 S12 · · · S1k · · · S1l

S21 S22 · · · S2k · · · S2l

. . . . . . . . . . . . . . .
Sm1 Sm2 · · · Smk · · · Sml

. . . . . . . . . . . . . . .
Sn1 Sn2 · · · Snk · · · Snl

⎞
⎟⎟⎟⎟⎟⎟⎠

Where Smk = 1 if the user m is a member of data group
DG[k]. Smk = 0 if the user m is not a member of data
group DG[k]. n is the number of the group, k denotes the
data stream (1 ≤ k ≤ l), and m the user (1 ≤ m ≤ n).

2.5 Scalable multi-service Scheme

This scheme consists of the following three steps: En-
cryption Setup, Encryption and Decryption processes.

Encryption Setup
In order to provide the l data stream services to its corre-

sponding members, the KDC or sender needs to set up the
following parameters.

• Select a random number r ∈ Z.

• Compute R = rP

• Compute xi = ê(rQIDi
, Ppub).

where ê is the Weil pairing mapping.

• Compute the following polynomial function

fk(x) =
∏n

i′=1(x − si′kxi′)/(xn−m)modp =∏m
i=1(x− xi) mod p.

where m =
∑n

i=1 Sik, (1 ≤ i ≤ n)(1 ≤ k ≤ l), K
denotes the data group DG[k], i.e all the members who
subscribe to data stream k.

We have the following equation

∏m
i=1(x− xi) =

∑m
i=0 aikxi mod p

Therefore we obtain the following:

a0k =
m∏

j=1

(−xj)

a1k =
m∑

i=1

m∏
j=1,j �=i

(−xj)

· · ·
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am−2,k =
m∑

i=1

m∑
j=i+1

(−xi)(−xj)

am−1,k =
m∑

j=1

(−xj)

amk = 1

{aik} satisfy
∑m

i=0 aikxjk = 0 mod p, j = 1, · · ·,m.

We can use the set {aik} to construct the correspond-
ing exponential functions.

{a0kP, a1kP, a2kP, · · ·, ankP}
≡ {P0k, P1k, P2k, · · ·, Pmk}

Encryption
Let Mk ∈ {0, 1}∗ be the data group DG[k] session se-

cret key, then we can encrypt it as follows.

• Select a random number Rk ∈ Z and a random number
Dk ∈ G1.

• Compute (m + 2) tuple

Tk ← (R,Mk
⊕

H2(Dk), Dk

+RkP0k, RkP1k, · · ·, RkPmk)

= (R,Ck, C0k, C1k, · · ·, Cmk)

• Broadcast Tk to DG[k]

Decryption
When the members receive the Tk, they can decrypt the

respondent session key as follows.

ê(SIDi , R) = ê(sQIDi , rP ) = ê(rQIDi , Ppub) = xi

C0k+
m∑

j=1

xj
iCjk = Dk+Rk(a0k,+a1kxi+···,+amkxm

i )P

= Dk

Ck ⊕Dk = Mk

If a member does not subscribe to data stream group
DG[k], s/he will not decrypt the session key. Hence s/he
can not get the session key. This is because for any xi not
belonging to DG[k],

∑m
i=0 aikxi

j �= 0 mod p.

2.6 Security

They security of this system can refer to the Bilinear
Diffie-Hellman Problem (BDH) and the factorisation prob-
lem.

The security of the Bilinear Diffie-Hellman Problem
(BDH) has been proved by Boneh and Franklin in [10] by
using a random oracle model. The Bilinear Diffie-Hellman
Problem is as follows. Let G1, G2 be two groups of prime
order q, Let ê : G1 × G1 → G2 be an admissible bi-
linear map and P be a generate of G1. The BDH prob-
lem in (G1, G2, ê) is that, given (P, aP, bP, cP ) for some
a, b, c ∈ Z

∗
q compute w = ê(P, P )abc ∈ G2. In our scheme,

the secret key xi is computed from xi = ê(rQIDi
, Ppub).

Matching it with BDH problem, we have given R = rP ,
QIDi

= aP , and Ppub = sP , to find xi = ê(P, P )ras,
where we have assumed that QIDi

= aP .
Another hard problem this system refers to is the factor-

ing problem. In this scheme, in order to find Dk, you must
perform the factorization of Dk +RkP0. Given P as a gen-
erator of G1, the probability of finding Dk is 1/p, which is
negligible when p is large.

2.7 Re-keying (Members Join, Leave and
Switch Data Groups)

In order to maintain the forward secrecy and backward
secrecy, when a member changes data group DG[k], the
KDC or the sender needs to re-key the corresponding data
group session key. This includes cases where new members
join, old members leave, and an existing member switches
from one or more data groups to another one or more of the
data groups.

Here we consider the case where one member switches
from one data group to another. The join and leave oper-
ations are similar to this switch operation. Suppose that a
member m unsubscribes from the data group DG[k] and
subscribes to data group DG[k

′
], then the KDC or the

sender needs to update the data stream group registration
matrix S as shown below.

S =

⎛
⎜⎜⎜⎜⎜⎜⎝

S11 S12 · · · S1k · · · S1k′ · · · S1l

S21 S22 · · · S2k · · · S2k′ · · · S2l

. . . . . . . . . . . . . . .
Sm1 Sm2 · · · Smk · · · Smk′ · · · Sml

. . . . . . . . . . . . . . .
Sn1 Sn2 · · · Snk · · · Snk′ · · · Snl

⎞
⎟⎟⎟⎟⎟⎟⎠

Here the Smk is set to 0, and smk′ is set to 1.
Then the KDC or the sender needs to recompute the

fk(x) to revoke the member from data group DG[k], and
then recompute fk′

(x) to add the member to data group
DG[k′]. Consequently, KDC can get the new set {aik} and
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{aik′} and then encrypt those two data group session keys
by computing the two (m + 2) tuple T and T ′

T k ← (Rk,Mk

⊕
H2(Dk), Dk+RkP0k, RkP1k, ···, RkPmk)

T k′ ← (Rk′ ,Mk′
⊕

H2(Dk′), Dk′+

Rk′P0k′ , Rk′P1k′ , · · ·, Rk′Pmk′)

The corresponding data group members need to decrypt the
session key using their ID-based private key.

When a new member joins the group, the KDC or sender
only needs a new line in the registration matrix, then recom-
putes the related Tk similar to the member’s switch into the
new data group.

When an existing old member leaves the group, the KDC
or the sender needs to remove one line in the registration
matrix or just set all values to 0, and then recompute the
related Tk similar to the member’s switch away from one
data group.

In some cases, we can keep some member IDs (just like
new students enrolling at University, with the University
having students’ ID number before the students come in),
and all parameters. Thus, when the new members join, the
KDC or sender will not need to perform the re-computation.

2.8 Re-keying (Sender adds or removes
data stream service)

When a sender wants to add a new data stream service,
s/he only needs to add a new column in the registration ma-
trix, then recompute the related parameters.

When the sender wants to remove a data stream service,
the process is much easier; s/he only removes the corre-
sponding column in the registration matrix.

To summarize, this scheme is scalable both from the
sender’s side as well as from the receiver’s side; the sender
can add or remove a data stream service, and members can
join or be removed. This scheme is stateless and any mem-
ber leaving or joining the group will not affect other mem-
ber’s keys. This scheme is inherently traitor tracing because
their members’ keys are related to their ID. This scheme
is flexible and efficient, as the members do not need much
computational power because most computations are per-
formed by the server.

3 Related Work

In this section, we review the related work undertaken
previously in multi-service data stream oriented research.
To the best of our knowledge, there are four such schemes,

which are: Flexible access control scheme [11], Multi-
service Oriented Broadcast Encryption scheme [12], Multi-
stream Pay TV scheme [13], and Scalable Hierarchical Ac-
cess Control scheme [14]. Here we consider one of them in
detail from [13] due to space. We will compare our scheme
with these in Section 4.

3.1 Multi-stream Pay TV Scheme

In 2003, Arvind Norayanan et al. presented practical TV
schemes. Their schemes work as follows: In this scheme,
the entitlements of the users are presented as a mn matrix
Subsc where Subsc[i, j] is 1 if Uj is entitled to Si. Each
user Uj has a set of secure keys erj and a set of non-secure
keys, one for each service Si to which I is entitled.

The scheme consists of algorithms Setup, AddUser,
AddStream, Broadcast, Receive, Subscribe, and Unsub-
scribe.

Algorithm Setup1 Bob selects two large primes p and q
and sets N = pq as in RSA. He selects two decryption keys
d1, d2 such that 0 ≤ d1, d2 < φ(N) and d2 is coprime to
φ(N). Bob makes N public while p, q, d1 and d2 are kept
secret.

Algorithm AddStream1 To add a new service Si, Bob
randomly selects gi ∈ Z

∗
N such that gi has high order mod-

ulo N . Subsc[i, j] is set to 0 for each j. gi is kept secret.
Algorithm AddUser1 To add a new user Uj , Bob ran-

domly chooses e1j , 0 < e1j < φ(N) and sets e2j to the
smallest positive residue of (1 − d1e1j)d−1

2 modulo φ(N).
Uj is given an STT whose secure key is the pair (e1j , e2j).
The secure chip of the STT allows raising an arbitrary input
to the power of e1j or e2j modulo N . Subsc[i, j] is set to 0
for each i.

Algorithm Subscribe1 When Uj subscribes to Si, Bob
gives her/him the non-secure key g

e1j

i and sets Subsc[i, j]
to 1.

Algorithm Unsubscribe1 When Uj unsubscribes from
Si, Bob sets Subsc[i, j] to 0, picks a new value for gi as
in Algorithm AddStream1, and sends g

e1j

i to each user Uj

having Subsc[i, j] = 1.
Algorithm Broadcast1 To broadcast a message M be-

longing to the stream Si, Bob picks a random x coprime
to φ(N) and sends the ciphertext C = (x,C1, C2) where
C1 = Md1gx

i and C2 = Md2 over the broadcast channel.
Algorithm Receive1 To decrypt the ciphertext C =

(x,C1, C2) belonging to the stream Si, Uj computes
C

e1j

1 C
e2j

2 /(ge1j

i )x.
It is easy to see that the Algorithm Receive1 works cor-

rectly: If Subsc[i, j] = 0, Uj does not know g
e1j

i and hence
can not execute Receive1 for service Si. If Subsc[i, j] =
1, C

e1j

1 C
e2j

2 /(ge1j

i )x = (Md1gx
i )e1j (Md2)e2j /gxe1j

i =
Md1e1j+d2e2j = M .
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The last equality holds because e1j and e2j are chosen in
such a way that d1e1j + d2e2j ≡ 1(modφ(N)).

4 Comparison of Our Scheme with those in
Section 3

In this section, we compare our scheme with previous
multi-service oriented group key management schemes. We
believe there are at least the following five aspects against
which we need to evaluate this technology. These include
the storage overhead, computation overhead, transmission
overhead, and other properties such as statelessness and its
implications, traitor tracing and scalability [15, 16, 17].

Storage Overhead
Storage overhead mainly concerns the keys stored in the

group for both the key server and the member. Our new
scheme makes use of the identity based cryptography per-
formed by Boneh and Franklin. In other words, each mem-
ber only needs to store one key for that group and all its
data stream services. This is a significant improvement over
other schemes. If the members of the group are n, the total
number of keys in the group is n+1. The total keys for one
data stream group is m+1 (m is the number of the members
who subscribe to that data stream).

Computation overhead
In our scheme, most calculations are performed on the

server side. The computational complexity is of the order
O(n). This includes the polynomial function and message
encryption. A member only needs to use the bilinear pair-
ing and to do the multiplication and the exor (the bitwise
exclusive or).

Communication overhead
Communication overhead involves consideration of the

number of broadcast messages when new members join and
old members leave the group. When a prospective member
joins the group, the key server only needs to generate a key
for this member. When this member subscribes to one of the
data streams, the server needs to recalculate the related pa-
rameters. However, the key server does not need to send any
ciphertext to any other members. This is also the case when
a member unsubscribes to a data stream or leaves the group.
This is another major advantage of our new scheme. This is
because most other schemes need rekeying to affected other
members in order to maintain the forward secrecy and the
backward secrecy.

Scalability
Scalability has two facets: the server side and the client

side. The server side scalability allows the sender or a third
party to add new data stream and deliver it to subgroup
members. For the client side scalability, the keys for mem-
bers need to be easily generated and revoked. This is be-
cause a distributed system usually involves a large number
of users, and the users change dynamically in the system.

Our scheme has both server side and client side scalability.
The sender or senders can flexibly add more data streams;
what they need to do is to recalculate the corresponding pa-
rameters. The member keys can be generated and revoked
after they subscribe and unsubscribe to data streams.

Table 1. Comparison of the secure multi-service group key man-
agement schemes. n: number of members in group, m: num-
ber of members in data group, l: number of the data stream, d:
degree of tree. r: number of revoked members. FAC: Flexible
Access Control scheme, PTV: Practical Pay TV scheme, MSO:
Multi-service oriented scheme, SHAC: Scalable Hierarchical Ac-
cess Control scheme.

Criteria Property FAC PTV MSO SHAC New
Scheme

No. of keys in the group O(2l) O(n + l) O(n) O(ln) O(n)
No. of keys in data group - O(m) O(m) O(lm) O(m)
No. of keys at sender O(2l) O(n + l) O(n) O(ln) O(n)
No. of keys at a member 1 1 O(log n) O(log n) 1

No. of key encryptions O(2l) O(1) O(l) O(l) O(l)
at the sender
Public key /secret key Public Public both Public both
Join scalability Yes Yes Yes Yes Yes
Leave scalability No No Yes Yes Yes
1-affects-n scalability No No No No Yes
No. of messages at join 1 1 O(log n) O(d log n) 1
No. of messages at leave r r O(r log n) O(d log n) 0
No. of messages at switch n n O(r log n) O(d log n) 0
No. of messages at adding O(n) O(m) O(m) O(log n) O(m)
data stream
No. of messages at 0 O(m) O(m) O(logn) O(m)
removing data stream
TTS No Yes Yes No Yes
Stateless No No Yes No Yes

Stateless Receivers
By stateless receiver, we mean that the receivers cannot

change their keys [15]. This is preferable and is a must in
some applications such as the Pay TV settop box situation.
It is clear that our scheme is suitable for such applications.
All the members have a unique private key based on their ID
and this key will not change during the system’s lifetime.

Traitor Tracing (TTS)
Traitor tracing schemes are a useful tool for piracy pro-

tection. A traitor tracing scheme is a multi-recipient en-
cryption system in which all the users’ decryption keys are
finger-printed [17, 18]. When the illegal decoder is found,
an algorithm can be used to identify at least one of the trai-
tors who contributes to the construction of the pirate de-
coder. We believe that our new scheme is inherently a trai-
tor tracing scheme. Each user’s private key is generated by
his/her identification. Whenever the pirate decryption key
is found, the corresponding member can be caught.

In Table 1, we present a comparison of our new multi-
service group key management scheme with the previously
proposed schemes. This table shows that our scheme has
several advantages over other existing schemes. Firstly, our
scheme needs less storage and each member only needs to
store one decryption key. Moreover, our scheme has unique
scalability properties. This is the only scheme that has
one-affects-n scalability, when a user changes; other users’
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decryption keys are not affected and the scheme still en-
sures the forward and backward secrecy. Furthermore, this
scheme has the lowest communication overhead: when a
user joins the group, the server only needs to generate and
send one decryption key; when a user is revoked, the sender
does not need to send anything to other users. Finally, this
scheme inherently has traitor tracing and stateless proper-
ties.

5 Conclusion

In this paper, we have proposed a novel multi-service
oriented group key management scheme. In our scheme,
a sender can provide multiple data streams to legal users.
The security of our scheme is based on the bilinear Diffie-
Hellman Problem (BDHP). We have also reviewed and
compared some of the previously known schemes. We have
shown that the proposed new scheme has several advan-
tages over the existing schemes such as lower storage, one-
affects-n scalability, stateless and inherent traitor tracing.
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